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Copyright © 2022 CONCORD Technologies. All Rights
Reserved.

The material in this guide is for informational purposes only. The products and
specifications it describes are subject to change without prior notice. Concord
is not responsible for any damages of any nature whatsoever related to or
arising from reliance on the information contained herein.

More Information

Additional support can be provided through:

Email: premiumsupport@concord.net
Telephone:  +1(206) 441-3346
Fax: +1(206) 441-7965

Website: https://concord.net/
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Introduction to Federation

What is Federated SSO?

Federation is a relationship maintained between organizations, enabling
users from one organization to access another's web properties and
applications. Federated Single Sign-On (SSO) provides an authentication
token to a user, in lieu of a new set of username and password credentials.
This eliminates the need for the user to create a unique user or admin account
to access web properties and applications.

In a Federated model, when a user from an organization requests
authentication to Concord's web services or portal applications, they will be
redirected to their home organization for authentication and, if successful, will
be redirected back to the application with a token confirming the
authentication. This is managed by the customer organization’s ldentity
Provider, with whom a Federated integration is built.

What is a Claim?

A claim is a statement about a user that is used for authorization purposes in
an application. Federation brokers trust between customers and Concord by
allowing the trusted exchange of arbitrary claims that contain arbitrary
values. The receiving party uses these claims to make authorization decisions.
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To date Concord supports the receipt of the following claims:

Claim Concord Usage

Contact email address
Email Address
If unique, also used as sending email address

Display Name Currently not used
Given Name First name
Surname Last name

User Principal

Used as a unique identifier, may vary between providers.
Name q y y P

Concord provides support for an admin to configure which claim will be used
for the User ID. The admin can do this in the portal via a dropdown to select
Userld based on Objectldentifier, Nameldentifer or UPN.

If a customer has set up a custom User Id claim, then the Portal does not allow
this to be changed and would display this as "read-only."
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Federated Partners

Who are the players in a Federated Partnership?

There are two main entities in a Federated Partnership: the Resource Partner
and the Account Partner.

Resource Partner (Concord)

As the Resource Partner organization in a federated partnership, Concord
represents the organization in the federated trust relationship whose Web
servers are protected by a resource-side identity server. The identity server at
the resource partner uses the security tokens produced by the account partner
to provide claims to the Web servers located at the resource partner.

Account Partner (Customer)

As the Account Partner in a Federated Partnership, the customer represents
the organization in the federation trust relationship that physically stores user
accounts in a supported attribute store and provides authentication services.

The federation server in the account partner organization authenticates locall
users and creates security tokens that are used by the resource partner
(Concord) in making authorization decisions, such as allowing access to a
portal or to submit a message.
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Configuring Federation

What steps are required to Set-Up a Federated
Partnership?

Both the Resource Partner (Concord) and the Account Partner (Customer) have
responsibilities in configuring the Federated Partnership. To ensure the
customer's federated application is correctly configured, Concord
recommends customers use a test domain, e.g. "test.company.com" rather
than "company.com," to test and verify Federation is working as expected.

Once correct functionality has been determined, the test domain can be
replaced with the correct, production domain. This allows Account Partners to
test and verify Federation is working without impacting existing users.

Ability to log in with user@testdomain.com, and self-register

Ability to log in with user@testdomain.com, authenticate

Test Domain using customer's UPN domain/user, and self-register

Acceptance
Criteria

associate with an existing account.

Ability to log in with user@testdomain.com, and using a token

credentials associate with an existing account.

Ability to log in with user@testdomain.com, and using Concord

Note> You will need to collect the Redirect URL from the Concord admin
portal once Federation has been enabled. This data is needed to begin the
registration process configuration inside your Identity Provider.
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Redirect URL format:
https://logintest.concord.net/vl/Federation/{AuthenticationScheme}/Callback

Concord to Enable Federation

The first order of business for Concord is to enable Federation on the
customer’s Company account, which then allows the customer to configure
partnership settings in Concord’s Admin Portal.

Client to Register Concord as Federated Partner

The Client Administrator is responsible for registering Concord as a federated
partner. This process varies between login providers.

Concord has dedicated documentation for Okta and Microsoft Azure AD. For
the purpose of demonstration in this document, ADFS 2016 will be used, and
we have provided an example set-up with step-by-step instructions.
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AD FS On-Premise Registration Process Example

When using AD FS 2016, the Client Administrator will need to capture the

following information as they are required to configure the Federated Partner
on the Concord Portal:

e Application Client ID
e Metadata Address

AD FS 2016 Step 1> Register the Application / Capture
Client ID and Metadata Address

Using the AD FS Management tool, select Application Groups from the left

navigation, and click "Add Application Group" to set up an Open ID AD FS
Client.

Provide the name of the client and choose "Web browser accessing a web
application” under "Client-Server applications" and click Next.

J§ File Action View Window Help - & x
& = | 2| H
] ADFS
Servic E =
7] Access Control Policies G Add Application Group Wizard x ;
] Relying Party Trusts Application Group...
[ Claims Provider Trusts Welcome e »
il B v Window from Her
Steps. e X
@ Welcome [Concord | [
@ Native application i
@ Apply Access Control Policy D-12042-1 =
@ Summary perties
@ Complete 5

Template:

[ Client-Serves apphications

E Native appication accessing a web AP1

T server svpication accessing a web AP

IR web browser accessng a web appication
Standalone applications

X natve appication

& server vpication

@ web an

s | (o] [ oo
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Important> The next window will display the Client Identifier, copy this value

as it will be required when configuring the Federated Partner in the Concord

Portal.

Provide the Redirect URL as
https://login.concord.net/
click Add, and then click
Next.

Click Next again on the
following window and a
Summary of the
configuration will be
displayed.

Native application
Steps

@ Wekcome

@ MNative apphcation

@ Apply Access Control Policy
@ Summary

@ Complete

il Add Application Group Wizard x

Name:
Concord - Native application |

Client Identifier:
|e56fb6bb-5dba-49e6-8164-6a20b 7c 15X |

Redirect URI:
| Example: https-//Contoso com | Add

Descrption:

<Prvious | [_Net> || Cancel

Summary
Steps

@ Welcome

@ Native application

@ Apply Access Control Policy
@ Summary

@ Complete

i Add Application Group Wizard

Review the following settings and click "Next'to create the application.

Application Group
Name: Concord
Native application
Name: Concord - Native application
Identifier: e56fbBbb-5dba-49e6-8164-6a20b7c 15
Redirect URls:
hitps:/Aogin.concord net
Web application
MName: Concord - Web appiication
Identifiers: e56fbBbb-5dba-49e6-8164-6a20b7c 157
Access control policy: Pemit everyone
Application pemissions:
Concord - Native application - openid

e | (o] [ o |
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AD FS 2016 Step 2> Add Claims

To add claims to be returned to Concord on a successful login:

Edit

Right click on the newly created Application Group and select Properties

Select "<ClientName> - Web application" under Web application and click

Concord Properties

General

Name:

‘Cancord

Description:

Applications:

Name Description
Native application
Concord - Native application

Web application

Concord - Web application

ok || concel |
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Choose the “Issuance
Transform Rules” tab and click
“Add Rule”

Choose “Send LDAP Attributes
as Claims” from the Claim rule
template and click Next
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Concord - Web application Properties *
Identifiers Notes ~Access control policy  1ssuance Transform Rules  Client Permissions
“The following transform rules specify the claims that will be sent to the relying party.
Order Rule Name lssued Claims
Edit fule... = Remove Rule...
OK Cancel || Acply

Select Rule Template
Steps

@ Choose Rule Type

@ Corfigure Clam Rude

@1 Add Transform Claim Rule Wizard

Select the template for the claim rue that you want to create from the following list. The description provides
details about each claim rue template.

Caim rule template:

Send LDAP Agtributes as Claims
Olaim rule template description:

Using the Send LDAP Attribute as Claims ruie template you can select atfributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Muttiple attnbutes may be sent as
mutiple claims from a single rule using this rule type. For example. you can use this nue template to create

a rule that will exdract attribute values for a
Active Directory attributes and then send those values as two different outgoing clsims. This ruie may also

e usedto send all of the user's group memberships. ¥ you mtemwmmdm
memberships, use the Send Group Membership as a Claim rule templat

] (] [
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e Provide the Claim rule name

o Select “Active Directory” from the Attribute store drop-down list and provide

claims that should be returned after a successful user login

e To complete, click the Finish button

Configure Rule

Steps
@ Choose Rule Type
@ Configure Claim Rule

% Add Transform Claim Rule Wizard

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
mrmfmes.Mmmgmuﬂ map to the outgoing claim types that will be issued
l -

Claim rule name:

<1

[ClentRules

Rule template: Send LDAP Attributes as Claims
Attribute store:
Active Diectory

Mapping of LDAP attributes to outgoing claim types:

Eﬁi‘:}me Gloctertme o Outgoing Claim Type (Select or type to add more)
E-Mail-Addresses « [E-Mai Address -
Display-Name ~ |display_name A
Given-Name v |Given Name v
Sumame ~ | Sumame v

» User-Principal-Name « |UPN| |,

e e
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AD FS 2016 Step 3> Capture Metadata Address

To capture the metadata address, select Endpoints from Service Node and
under the OpenID Connect section, capture the URL for Type “OpeniID
Connect Discovery”. As this is a relative address, append this value to the base

URL AD FS instance.

Important> This Metadata Address will be required when configuring the

Federated Partner in the Concord Portal.

] ADFS
v [ Service
= Attribute Stores
I Authentication Methods
[ Certificates
=1 Claim Descriptions
| Device Registration
| Endpoints
(] Scope Descriptions
| Web Application Proxy
. Access Control Policies
7] Relying Party Trusts
1 Claims Provider Trusts
7 Application Groups

Yes Yes
Ne No
o No
No No
No No
No Mo
No No
No No
No No
No Ne
No No
Yes No
No No
Yes Yes
Metadata
Yes Yes
Yes Yes
Yes Ho
OpeniD Connect
Yes Yes
Yes Yes
Proxy
Yes HNo
Yes No
Device Registration
Yes Yes
WebFinger
Yes Yes
Other
No No
No Mo

<

fadis /services Arust/ 1 3/windowstransport
/adfs/servicesArusticp windows

/adfs /services Arust/anfactresokion
fadis/oauth2/

fadfs/servicesArust/mex

/adfs /A3 Aederationserverservice asmx
adfs/ well knawr

/fadfs/discovery/keys

/adfs/usennio

/adfs/proxy/
/adfs/proxy/Establish Trust/

/Envolimert Server/
/ wellknown/webfinger

/adfs/pontal/updatepassword/
/adfs/CenficateAuthorty/cd

Type

WS-Tust 13
WS-Trust 13
WS-Tust 13

. WS-Trust 13

WS-Trust 1.3

WS-Trust 13

WS-Trust 13

WS-Trust 1.3

WS-Trust 13

WS-Trust 1.3

WS-Trust 1.3

WS-Trust 2005
SAML-ArtifactResolution
OAuth

WS-MEX
Federation Metadata
ADFS 1.0 Metadata

OpeniD Connect JWKS
OpeniD Connect Userin

Web Application Praxy
Web Application Praxy

Device Regstration

WebFinger

HTTP
Cetificate Authortty CRL

New Window from Here
|G| Refresh

H Her

Disable on Proxy
Disable

H Hep

FTTLEZTZTVOLLVLOOLOLL
>

X rx

o A
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Client to Configure Federated Partner

Listed below are the steps for configuring the federated partner from within
the Concord Admin Portal.

Important> The portal is the only place where this configuration is done.

Once Federation has been enabled by Concord, then Access Rights for
managing the Federated Partner will be available and the Federated Tab will
be visible to administrator(s) who have rights for Federation.

— il epfon i i

© Dashboard G Activity @ Settings

4 a o
Adenin Rights Security

i A AL

B CanActess Fax image

® Can Access Workflow Settings

B CanMarage Workflow Permissions

| Can Access Security Policy

B CanManage Security Policy

8 Can Access Federated Partner Settings

W] CanMarage Federated Partner Settings

If the company does not have a Federated Partner configured, they can do so
by selecting Configure button under Federated Tab under Company.

© | Logged in as Brayden Scott | Log out

@ Dashboard Gall Activity

Name Conlact Email

Concord Technologies Federated Partners

L brayden@concordnel braydengotncnnt.ng There is no federated partner configured yet. Would you like to configure now? Configure
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It is important to set all the mandatory values in configuring a Federated
Partner. Requirements for mandatory values may vary according to Identity
Provider.

Authentication Protocol: Currently OpenlID Connect is the only supported
method and will be pre-populated (field not currently editable)

Partner Name: Customer provided, display name for the configured partner.
**mandatory field

Redirect URL: Your identity server will use this redirect URL to redirect back to
Concord after successful login. Depending on your Identity Server
requirements, update the Return URL under your Federated Partner settings
with either the entire URL or the base URL "https://login.concord.net/"

Client ID: Customer provided, Client ID of the Federated Partner that customer
has created to federate with Concord. This is required in order for Concord'’s
Identity Server to communicate with Customer's Identity Provider.

**mandatory field

Client Secret: Customer provided and associated with Client ID (similar to a
password) if available. (Note: mandatory for Microsoft Azure AD, Okta and
other Identity Providers)

Metadata Address: Customer provided, URL for the discovery document for
the Client identity server. **mandatory field

Federated ID Claim Type: The claim type that will be passed when users
authenticate to Concord in a Federated configuration: Nameldentifier,
Smart Detect, Objectldentifier or SID.

Scopes: Customer provided, pre-defined elements that a Customer's Identity
Provider will expect to receive from Concord during the authentication
process.

Authorization Flow: The flow of data between Concord and a customer’s
Identity Provider: Hybrid, Auth Code Flow or Auth Code Flow with PKCE.

Federation SSO Admin and User Guide | concord.net| sales@concord.net | +1(206)-441-3346
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Domains: This field will be pre-populated with the domain(s) provided by a
Customer and entered by Concord when enabling Federation.

Department: This field defines the Default department where to place new
users, if a specific department was not defined during the registration process.
Note: If no department is provided a department will be created by default
called System Federated Accounts

New User Creation: Default setting is Yes. If this setting is set to “Yes”, User will
be allowed to create a new account if the Federated User account is not
already existent in Concord.

Associate Existing User: Default setting is Yes. If this setting is set to “Yes”, user
can associate an existing account in Concord System.

Disable Inbound Fax Service: Default setting is No. If this setting is set to “Yes”,
User will be allowed to create a new account for outbound Fax Service only.

Include Login Hint: Setting to include login hint parameter as part of
Federation login request while redirecting to login provider.

Allow Admin to Remove Account Association: Allows and admin to undo an
existing Federated Association for a User.

Enable Silent User Creation Path: Setting to allow a customer employee to
create a User account without entering any additional information.

Department Claims: You can define up to 3 levels of departments (claims).
The value of these claims retrieved during the registration process will be used
to select the department under which the user account will be created.

Note: if these claims are not provided then the user will be created within the

System Defined Department.

e Department Level 1: This provides the top-level department in the account

hierarchy.

Department Level 2: This defines the second level department. In the account
hierarchy. Note: The Department Level 1 claims must be provided if a Level 2
claim is provided.
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e Department Level 3: This defines the third level department in the account
hierarchy. Note: Department Level 2 claims must be provided if a Level 3
claim is provided.

Custom Field Claims: These 4 optional claims can be defined to support
passing during registration and will then be associated with the user account.

Enable: When the customer is ready to allow their users to use the Federated
Login, this check box should be checked, and details should be saved.

Important>

If the Enable checkbox is de- selected, users will no longer be able to
authenticate with their standard organizational credentials

Once federated is enabled any valid user can create an account
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Federated SSO - Account Creation and Association
How does a user, or Administrator, get configured to use Concord with their
standard credentials?

Depending on the settings configured by the Client Administrator, the
following flows allow a user and/or administrator to gain access to Concord’s

Web applications with their organizational credentials.
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Flow

Use Case / Description

Flow Decision Diagram

Create
Account

When a user does not
have an existing Fax
account with Concord,
they will need to follow
the Create New User flow.

**Note: Available if
permitted by the Client
Administrator

Associate
with
Credentials

When a user has an
existing Fax account with
Concord, and they know
their Concord credentials,
they can follow the
Associate with
Credentials flow to
associate with the existing
account.

**Note: Also applicable
for an administrator

Associate
with Token

When a user has an
existing Fax account with
Concord, but does NOT
know their Concord
credentials, their Admin
will need to provide a
Token so they can follow
the Associate with Token
flow to associate with the
existing account.

**Note: Also applicable
for an administrator.

Existing Fax

Account? Create Account

Concord
Credentials

Associate with
Token

Associate with
Credentials
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Create Account (User)

If enabled by the Client Administrator, the Create Account flow is for users who
do not yet have a Concord Fax account.

Important> Based on the permissions selected by the Client Administrator,
some of the steps in the Create Account flow may be omitted.

Steps to Create User Account

Persona: User

Step 1. In a web browser, enter the URL https://portal.concordfax.com/ and

you will be directed to Concord’s login server.

Step 2.You will be prompted to enter your email address. Assuming your
domain is a federated domain, you will be directed to your local identity
server for authentication.

Step 3. Once authenticated by your local identity server, you will then be
directed back to Concord to complete the Creation process.

Step 4. You will first need to choose the Create User option, as you do not
currently have a Concord fax account.

Step 5. You will then need to enter your account details: first and last name

Step 6. Following, you will then be prompted to enter your contact
information: street address and phone number.

Step 7.If your Client Administrator has enabled Inbound Faxing, you will be
prompted to select a fax number. As this is optional, you may bypass
selecting a fax number.
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Note> It is important to note that if a fax number is chosen, it will come from
Concord’s inventory pool, and not from the customer’s private inventory. Once
added to the customer’s inventory, the fax number will be subject to the
applicable monthly charge per fax number.

Step 8. Based on certain conditions, you may be prompted to enter your
sending email address and / or where you want to receive your inbound fax
documents. Those conditions are noted below.

If your email address is not unique within the Concord system, then you
will be prompted to provide another email address that will be used
for sending faxes.

If your Client Administrator has disabled Inbound Faxing or if you have
chosen not to select a fax number, you will not be prompted to provide
how and where you want to receive inbound faxes.

If your account is configured for NEXTSTEP, you will not be prompted
to provide an address for receiving faxes.

Step 9. Once you have completed the creation process, a summary of your
account information will be displayed.

Note> You must capture the API Service User ID and Password if you will be
using Web Services or Print2Fax.

Step 10. From here, you can go directly to the Concord Web Portal by clicking
on the Go To Dashboard button.
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Steps to Create User Account with Images in an AD FS
Federated scenario

Persona: User

Step 1.

In a web browser, enter the URL

https://portal.concordfax.com/ CONCORD

and you will be directed to

Concord'’s login server.

Enter your email

& ﬂoydfoster@(oncnrdtest.(om\

@ 2020 Concord Technologies. All rights reserved | Privacy

Step 2. ©
Enter your email
. ADFS Test

address. Assuming
your domdin iS a Sign in with your organizational account
federqted domqin, |||uy¢|us\jrfflummﬂes«.mm

ou will be directed
y

to your local identity
server for
authentication.
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Step 3.

Once authenticated by your local identity server, you will then be directed
back to Concord to complete the Creation process.

Step 4.

i:: CONCORD

TECHNOLOGIES

You will first need to

choose the Create

. Welcome Floyd Foster
User options, as you

If you already have an account, dlick below to associate your account.

ASSOCIATE ACCOUNT
OR

do not currently

have a Concord fax

account.
Click below to create a new account before you link it.
CREATE AN ACCOUNT
CANCEL
@ 2020 Concord Technalogies. All rights reserved | Privacy
Step 5.

In the next screen,

enter your account I TECHNOLOGIES
details as prompted,
and click NEXT. — e e
Note: your email —— e
address will be pre-

Marvin FIRST NAME

populated.

BACK | CANCEL

@ 2020 Concord Technologies. All rights reserved | Privacy
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Step 6. £:: CONCOR

I orecHNOLOGIES

In the next screen,

Create Use:
y0U Wi” be (';:m:D::\Ii * This section is optional

prompted to enter 7515 24th Ave NE Seattle ADDRESS 1

your contact

Seattle ary

information.

UsA

Alaska

98101

12068860526

NEXT

Step 7.

TECHNOLOGIES

In the next step

enter your Fax

Create User
Fax Settings

[| No Fax number Required

Settings. An

USA

inbound fax number

isnot required, and

Kentucky

you may bypass this

I 859-Lexington

BACK | CANCEL

screen by selecting
the “No Fax number

Required” checkbox.

@ 2020 Concord Technologies. Al rights reserved | Privacy

Note: This step may be omitted, if the Client Administrator disabled Inbound
Faxing for new users

Note: It is important to note that if a fax number is chosen, it will come from
Concord’s inventory pool, and not from the customer’s private inventory. Once
added to the customer’s inventory, the fax number will be subject to the
applicable monthly charge per fax number.
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Step 8.

You may be ::i: CONCORD

%8 TECHNOLOGIES

prompted to enter

Create User
Mail Settings

your sending email
address and / or

Raleigh@cnnmrd‘nsd SENDING EMAIL

where you want to

Receive fax using email

receive your inbound

Raleigh@concord.net RECEIVING MAIL

CREATE ACCOUNT

BACK | CANCEL

fax documents. This
step may appear
slightly different, or

may not appear at all,
@ 2020 Concord Technalogies. All rights reserved | Privacy

based on the
following conditions:

If your email address is not unique within the Concord system, then you
will be prompted to provide another email address that will be used
for sending faxes.

If your Client Administrator has disabled Inbound Faxing or if you have
chosen not to select a fax number, you will not be prompted to provide
how and where you want to receive inbound faxes.

If your account is configured for NEXTSTEP, you will not be prompted
to provide an address for receiving faxes.
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Step 9.

Once you have
clicked on the
CREATE
ACCOUNT button,
your account has
been created and
the following
message will be
displayed.

:CONCORD

TECH NOLO 6 ILES

Glad to have you on board!

Contact name: Marvin Neil

marvin@concord.net
18591113708

Email:

Fax Number:

Save your APl Username and Password as they will be required to access Web
Services:

API Service User mbx10153180

Id:

API Password:

Go to Dashboard

scuszz"knkkwub

@ 2020 Concord Technologies. All rights reserved | Privacy

Note: You must capture the API Service User ID and Password if you will be

using Web Services or Print2Fax.

Step 10.

From here, you
can go directly to
the Concord Web
Portal by clicking
on the Go To
Dashboard
button.

Support Request [EIERY 4 | Logzed inas Alton Alva | Log out

@ Dashboard [et] Activity # Settings

Inbound / Outbound Fax Pages (i 02/05/2020-02/11/2020 e Fax Number Inventory s
Inventory Location Unassigned Assigned Pending
B USA, 850 (KY) )] 3 0
No activity for selected date range
Total 0 3 o
Top Destinations (Outbound) =2 Network Health ~ Subscribe View Details o™
x
Concord Cloud Workflow [ ]
. Concord Web Portal ®
No activity for selected date range - °
Inbound E-Mail ®
Inbound Fax Receipt ®
Inhound Weh Sanices - v
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Associate With Credentials (User Account)

For users who have a Concord fax account, and know their Concord username
and password, they will follow the Associate with Credentials flow to link their
accounts.

Important> Based on the permissions selected by the Client Administrator,
some of the steps in the Create Account flow may be omitted.

Steps to Associate a User Account with Credentials

Persona: User

Step 1. In a web browser, enter the URL https://portal.concordfax.com/ and
you will be directed to Concord’s login server.

Step 2. You will be prompted to enter your email address. Assuming your
domain is a federated domain, you will be directed to your local identity
server for authentication.

Step 3. Once authenticated by your local identity server, you will then be
directed back to Concord to complete the Association process.

Step 4. At this time, you may choose to either associate the account with
your Concord credentials or create a new account (if your Client
Administrator has enabled the Create User feature).

Step 5. Assuming you have chosen to associate the account with your
Concord credentials, enter your Concord username and password.

Step 6. You will then be presented with information from your Concord
account for verification. From here you may choose to complete the
association process, cancel, or back up to the previous step to take another
path.

Note: Thisis the final screen before association of user account using Concord
credentials.
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Step 7. Once the association is complete, you will be presented with the
following welcome message.

Steps to Associate a User Account with Credentials with
Images

Step 1.

In a web browser, enter the URL .. CONCORD

HNOLOGIE

https://portal.concordfax.com/

and you will be directed to rervouremsl

& floydfoster@concordtest.com|

Concord'’s login server.

@ 2020 Concord Technalogies. All rights reserved | Privacy

Step 2. @ -
Enter your email ADFS Test

address. Assuming WP—

your domainis a l‘u
federated domain, you

will be directed to your
local identity server for
authentication.
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Step 3.

Once authenticated by your local identity server, you will then be directed
back to Concord to complete the Association process.

Step 4.

In the first screen,

:CONCORD

TECHNOLOGIES

you may choose to

either associate the

account Wlth yOUf Welcome Floyd Foster

Concord credentials

If you already have an account, click below to associate your account.

ASSOCIATE ACCOUNT
OR

or create a new

account.

Click below to create a new account before you link it.

CREATE AN ACCOUNT

CANCEL

Note: This step may
be omitted if the
Client Administrator
has disabled the
Create User feature.

@ 2020 Cancord Technalogies. All rights reserved | Privacy

Step 5. +£: CONCORD

In this scenario, it is

Link your existing account
You can link your account either by providing your Concord credentials OR
with the token provided to you.

assumed you have
& mMbx10150874

chosen to associate

the account with
your Concord
credentials and have

entered your

BACK | CANCEL

Concord username
and password.

Note: For more information regarding token association, please see the
section Associate with Token.
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Step 6.

You then be

presented with

information from your s CONCORD

Concord account for

Would you like to associate your existing account now?

verification. From

Contact name: Charley Chas

Email ID: Charley@concord.net

here you may choose

to complete the

BACK | CANCEL

association process, B 20 e T Al e | oy
cancel, or back up to
the previous step to
take another path.

Note: Thisisthe final screen before association of user account using Concord
credentials.

step 7. LOADING

Select ASSOCIATE to
continue with the

Glad to have you on board!

process. Once the
Account has been successfully associated. Please wait for some time while we redirect you

associationis to the dashboard.
complete, you will be

@ 2020 Concord Technologies. All rights reserved | Privacy

presented with the
following welcome
message:
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Associate With Token (User Account)

For users who have a Concord fax account, but do not know their Concord
credentials, the Client Administrator will need to provide them a secure token
to enable them to associate with their account.

Important> Based on the permissions selected by the Client Administrator,
some of the steps in the Create Account flow may be omitted.

Steps to Associate a User Account with Token

Persona: Administrator

Step 1. First, the Administrator must create a token for the user in the Concord
Portal. To do so, the administrator will navigate to the User tab for that user
and select “Generate Federated Account Token to link the existing account”.

Note: Once generated, the Administrator must provide the token to the user,
for Concord does not distribute tokens.

Persona: User

Step 2. In a web browser, enter the URL https://portal.concordfax.com/ and

you will be directed to Concord’s login server.

Step 3. You will be prompted to enter your email address. Assuming your
domain is a federated domain, you will be directed to your local identity server
for authentication.

Step 4. Once authenticated by your local identity server, you will then be
directed back to Concord to complete the Association process.

Step 5. At this time, you may choose to either associate the account with the
provided token or create a new account.

Note: This step may be omitted if the Client Administrator has disabled the
Create User feature.
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Step 6. At this point enter the token supplied by your administrator and click
the Validate button

Step 7. You will then be presented with information from your Concord
account for verification. From here you may choose to complete the
association process, cancel, or back up to the previous step to take another
path.

Note: Thisis the final screen before association of user account using Concord
credentials.

Step 8. Once the association is complete, you will be presented with the
following welcome message:

LOADING

Glad to have you on board!

Account has been successfully associated. Please wait for some time while we redirect you
to the dashboard.

@ 2020 Concord Technologies. All rights reserved | Privacy
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Steps to Associate a User Account with Token with Images

Persona: Administrator

Step 1.

The first step of this .
process is for the - e s

Administrator to

create a token for the

user in the Concord

Portal. To do so, the

administrator will
navigate to the User
tab for that user and

select “Generate .
Federated Account Token to link the existing account”.

Note: Once generated, the Administrator must provide the token to the user,

for Concord does not distribute tokens.

Persona: User

Step 2.

" TECHNOLOGIES

In a web browser, you, the

Enter your email

user, will enter the URL
https://portal.concordfax.com/

& floydfoster@concord test.mm\

Concord’s login server. e

and you will be directed to
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Step 3.

Enter your email ADFS Test

address. Assuming

Sign in with your organizational account

your domainisa

flaydfoster@concordtest.com

federated domain,

you will be
directed to your
local identity
server for
authentication.

Step 4.

Once authenticated by your local identity server, you will then be directed
back to Concord to complete the Association process.

Step 5.
#: CONCORD

In the first screen, s T e

you may choose to

. . Welcome Floyd Foster
either associate

If you already have an account, click below to associate your account.

ASSOCIATE ACCOUNT
OR

the account with

the provided token

or create a new
account.

Click below to create a new account before you link it.

CREATE AN ACCOUNT

CANCEL

Note: This step

may be omitted if
the Client
Administrator has

@ 2020 Concord Techriologies. All rights reserved | Privacy

disabled the Create User feature.
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Federation SSO Admin and User Guide | concord.net| sales@concord.net

Step 6.

5. TECHNOLOGIES

At this point enter
the token Link your existing account

You can link your account either by providing your Concord credentials OR
with the token provided to you.

supplied by your P
administrator and
click the Validate

button.

@& Password

OR

&, K5ZjQtZThKNiOONZE1LTgzMDYtZDhKNDFmMZmUyM. 2]h#3A5633A5A508‘

BACK | CANCEL

Step 7.

You will then be

presented with

" TECHNOLOGIES

information from

you r CO nco rd ‘Would you like to associate your existing account now?
q CCO u nt fo r Contact name: Angelo Andy

Email ID: angelo@concord.net
verification. From

here you may Back | canceL
choose to

20 Concord Technologies. All ights reserved | Privacy

complete the
association
process,

cancel, or back up to the previous step to take another path.

Note: This is the final screen before association of user account using

Concord credentials.

| +1(206)-441-3346
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Step 8.

Select ASSOCIATE to continue with the process. Once the association is
complete, you will be presented with the following welcome message:

LOADING

Glad to have you on board!

Account has been successfully associated. Please wait for some time while we redirect you
to the dashboard.

@ 2020 Concord Technologies. All rights reserved | Privacy
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Associate With Credentials (Administrator Profile)

For administrators who know their Concord username and password, they will
follow the Associate with Credentials flow to link their accounts.

Important> It is important to note, that an Administrator Profile must first be
created through the Concord Portal, or through Concord’'s Account
Management API.

Steps to Associate an Administrator Profile with
Credentials

Persona: Administrator

Step 1. In a web browser, enter the URL https://portal.concordfax.com/ and

you will be directed to Concord’s login server.

Step 2.You will be prompted to enter your email address. Assuming your
domain is a federated domain, you will be directed to your local identity
server for authentication.

Step 3.0nce authenticated by your local identity server, you will then be
directed back to Concord to complete the Association process. At this time,
you will choose to associate with your Administrative profile using your
Concord credentials.

Note: Although the Create Account option is displayed it does not support
creating Administrative accounts and should be disregarded.

Step 4. Enter your Concord username and password to associate with your
Concord Administrator Profile.

Step 5.You will then be presented with information from your Concord
account for verification. From here you may choose to complete the
association process, cancel, or back up to the previous step to take another
path.
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9 Concord

Note: This is the final screen before the association of the administrative
profile will be processed.

Step 6. Once the association is complete, you will be presented with the
following welcome message:

LOADING

Glad to have you on board!

Account has been successfully associated. Please wait for some time while we redirect you
to the dashboard.

@ 2020 Concord Technologies. All rights reserved | Privacy
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Steps to Associate an Administrator Profile with

Credentials with Images

Persona: Administrator

Step 1.

In a web browser, enter the URL
https://portal.concordfax.com/

and you will be directed to
Concord'’s login server.

Step 2.

You will be
prompted to enter
your email
address. Assuming
your domainisa
federated
domain, you will
be directed to
your local identity
server for
authentication.

TEEEAG e

I HNOL

Enter your email

& floydfoster@concordtest.com|

@ 2020 Concord Technologies. All rights reserved | Privacy

ADFS Test
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9 Concord

Step 3.

Once authenticated
by your local identity
server, you will then
be directed back to
Concord to complete
the Association
process. At this time,
you will choose to
associate with your
Administrative profile
using your Concord
credentials.

#:CONCORD

TECHNOLOGIES

Welcome Alfonzo Gill

If you already have an account. click below to assodate your account.

ASSOCIATE ACCOUNT
OR

Click below to create a new account before you link it.

CREATE AN ACCOUNT

CANCEL

@ 2020 Concord Technalogics. All rights reserved | Privacy

Note: Although the Create Account option is displayed it does not support

creating Administrative accounts and should be disregarded.

Step 4.

Enter your Concord
username and
password to associate
with your Concord
Administrator Profile.

Link your existing account

You can link your account either by providing your Concord credentials OR
with the token provided to you.

& alton@concord.net

OR
&, Token

BACK | CANCEL
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Step 5.

You will then be

presented with

CONCORD

TECHNOLOGIES

information from

your Concord

Would you like to associate your existing account now?

accou nt fOI’ Contact name: Alton Alva

Email ID: alton@concord.net

verification. From

here you may

BACK | CANCEL

choose to
com p I et e t h e @ 2020 Concord Technologies. All rights reserved | Privacy

association

process, cancel, or back up to the previous step to take another path.

Note: This is the final screen before the association of the administrative
profile will be processed.

Step 6.

Once the association is complete, you will be presented with the following
welcome message:

¢ CONTACT US.
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Associate With Token (Administrator Profile)

For administrators (admins) who have a Concord Administrative Profile but do
not know their Concord credentials, their Company Administrator will need to
provide them a secure token to enable them to associate with their account.

Important>

The Company Administrator has additional privileges and will create
a token for the Administrator attempting to associate with their
account.

It is important to note, that an Administrator Profile must first be
created through the Concord Portal, or through Concord’s Account
Management API.

Steps to Associate an Administrator Profile with Token

Persona: Company Administrator

Step 1. First, the Company Administrator must create a token for the admin in
the Concord Portal. To do so, the Company Administrator will navigate to the
Administrator Details tab (Admin) and select “Generate Federated Account
Token to link the existing account”.

Note: Once generated, the Company Administrator must provide the token to
the admin, for Concord does not distribute tokens.

Persona: Admin

Step 2. In a web browser, enter the URL https://portal.concordfax.com/ and
you will be directed to Concord’s login server.

Step 3. You will be prompted to enter your email address. Assuming your
domain is a federated domain, you will be directed to your local identity
server for authentication.
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Step 4. Once authenticated by your local identity server, you will then be
directed back to Concord to complete the Association process. At this time,
you will choose to associate with your Administrative profile using the
provided token.

Note: Although the Create Account option is displayed, it does not support
creating Administrative accounts and should be disregarded.

Step 5. At this point enter the token supplied by your administrator and click
the Validate button

Step 6. You will then be presented with information from your Concord
account for verification. From here you may choose to complete the
association process, cancel, or back up to the previous step to take another
path.

Note: This is the final screen before association of user account using Concord
credentials.

Step 7. Once the association is complete, you will be presented with a
welcome message:

. CONTACTUS.

3 TrcHNGLOGIES

Glad to have you on board
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Steps to Associate an Administrator Profile with Token with

Images

Persona: Company Administrator

Step 1.

To create a token, the
Company

Administrator will

navigate to the
Administrator Details
tab (Admin) and
select “Generate

Federated Account =l =

Token to link the

existing account”.

Note: Once generated, the Company Administrator must provide the token
to the admin, for Concord does not distribute tokens.

Persona: Admin

Stepz. in TECHNOLOGIES

In a web browser, enter the URL Enter your emal

& floydfoster@concordtest.com|

https://portal.concordfax.com/
and you will be directed to

ncord Technologies. All rights reserved | Privacy

Concord’s login server.
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Step 3.

You will be

prompted to enter ADFS Test

your email address.

Sign in with your organizational account

concordtest.com

Assuming your

domainisa

federated domain,
you will be directed
to your local
identity server for

authentication.

Step 4.

Once authenticated by your

local identity server, you will =i CONCORD

s TECHNOLOGIES

then be directed back to
Concord to complete the

Welcome Floyd Foster

If you already have an account, dlick below to associate your account.

ASSOCIATE ACCOUNT
OR

Association process. At this

time, you will choose to

associate with your
Administrative profile using

Click below to create a new account before you link it.

CREATE AN ACCOUNT

CANCEL

the provided token.

Note: Although the Create
Account option is displayed, 2020 Concord Techmologie.All ighes reserv | Pracy
it does not support creating
Administrative accounts and should be disregarded.
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Step 5. .
P - CONCORD
At this point enter the token
. Link your existing account
SuU p p I Ied by yO ur m (‘.::; T:::::::;;:Ts:-:rwprmmng your Concord credentials OR
administrator and click the A
Validate button. e
OR

@, K5Z/QIZThKNIOONZE1LTgZMDYZDhKNDFmMZmUyM2]h#3A5633A5A508]

BACK | CANCEL

Step 6.

You will then be presented
with information from your =: CONCORD
Concord account for

Would you like to associate your existing account now?

verification. From here you

Contact name: Angelo Andy

mqy Choose to Complete the Email 1Dz angelo@concord.net

at
association process,

BACK | CANCEL

cancel, or back up to the
previous step to take

another path.

Note: Thisis the final screen before association of user account using Concord
credentials.
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Step 7.

Once the association is complete, you will be presented with the following
welcome message:

LOADING

Glad to have you on board!

Account has been successfully associated. Please wait for some time while we redirect you
to the dashboard.

@ 2020 Concord Technolegies. All rights reserved | Privacy
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Federated SSO User Experience

Now that Concord is a Federated Partner, what is
the User Experience?

Once a customer has configured and enabled Federated Services, and their
users and administrators alike have associated existing accounts, they will
follow a federated authentication flow when accessing Concord’s web-based
applications. The steps could not be simpler.

Step 1. In a web browser, enter the URL https://portal.concordfax.com/ and

you will be directed to Concord’s login server.

Step 2.Enter your email address, and you will be directed to your local Identity
Server for authentication

Step 3.0nce authenticated you will be directed to the Concord portal.

There will no longer be a need to know your Concord credentials.

Important>

The process will be identical for access to NEXTSTEP or Fax Inbox.
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Best Practices

It is highly recommended that you create an administrative account
that has access to the federated tab but that itself does not use
federation. The reason being is that if, for some reason, you enable
federation and there is an issue, this admin account can easily login to
the Concord portal and disable federation.

o Without this non-federated admin account, it is possible that
you could lock all users out of the Concord portal with no ability
to disable federation.

o An example of a non-federated admin account would be to
create an admin with the username of “FirstName.LastName”
rather than user@domain.com where “domain.com” is the
federated domain.

Related to the first bullet point, if you create admin and user accounts
for the same person, we recommend that the admin account use this
“FirstName.LastName” convention and the user account uses the e-
mail address for that user.

o This is to ensure that if you choose to use any of the Concord
client utilities, which require a user account to authenticate to
the Concord platform, that you can use federation for that user
account.
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Federated SSO - Glossary of Terms

Term Definition

Account
Partner

The Account Partner is the organization in the federation trust
relationship that physically stores user accounts in a Federated
Identity attribute store.

The Concord Customer is the Account Partner

AD FS

Active Directory Federation Services (AD FS) is a feature of the
Windows Server operating system (OS) that extends end users'
single sign-on (SSO) access to applications and systems outside
the corporate firewall and reach of the Active Directory.

Claim

A claim is a piece of information asserted about an Entity.
Federation brokers trust between disparate entities by allowing
the trusted exchange of claims that contain values that may be
to make authorization decisions. In Concord terms, claims may
be used to set specific configurations for users such as
department.

Client ID

The Client Identifier is a public identifier for an application
leveraging federation.

Client Secret

A client secret is a secret known only to the application and the
authorization server. It protects your resources by only granting
tokens to authorized requestors.

Federated
Application

A web-based application that is Federated SSO enabled, which
means that federated users can access it via their Identity
Provider.
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Definition
A user whose account resides in an account partner
Federated organization, who can access federated applications that reside
User in a resource partner organization. This would constitute a
Concord user or administrator that is enabled for Federated
access.
Metadata The metadata address is a customer provided URL endpoint for
the discovery document to use to reference the Client’s identity
Address
server.
The Resource Partner is the organization that contains the Web
Resource servers hosting the Web-based applications that will be
Partner accessed by users in the account partner.
Concord is the Resource Partner
A cryptographically signed data unit that expresses one or more
Security claims. In a federated partnership, a signed security token
Token indicates that the federation server that issues the token has
successfully verified the authenticity of the federated user.
User information that defines the specific actions applications
Scopes ,
can be allowed to do on a user's behalf
. . An optimization of the authentication sequence to remove the
Single Sign )
on burden of repeated logon actions by an end user. Also known as
SSO.
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Getting Help

Concord Technologies Premium Support

Customer service hours are Monday - Friday from 9:00 AM to 9:00 PM EST.

Contact Information (Technical Support):

Email: premiumsupport@concord.net

Phone: +1(206) 441-3346
Fax:  +1(206) 441-7965

After-hours Emergency Support (For critical issues only): +1(206) 467-4068
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